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PabGouwass mnporpamma mnpuHsitTa Ha 3acenanud Kadeapbsl mareMaTHUecKOro MOJAETUPOBAaHUS U
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COIEPXAHUE

B (5011708 BB 12 2 001 02 (0300200 00711 4

. Mecto muctiatIuHBL B CTPYKTYPE OIT OAKATABPA. ... uveenttintt et et e et e e e ee e e iee e eaeeeteeaeeaeenns 5

. O0OBEM U COMEPIKAHME TACTIATIITITHBL. . . ..\ vsussenssenteenseenneenseenneeneeeaseeeseanasanseanseanseenreenneenneans 5

. KoHTponb 3HaHMI 00y9atONINXCS U TUTIOBBIC OIIEHOTHBIC CPEICTBA. - . u e v eneeeneeneneeneeaneananeananeenenss 8

. MeToandeckne ykazaHus I 00YUYAIOITAXCS 10 OCBOCHHUIO JUCITUTUTHHBI (MOJTYTIS) ..\ vveeeeeanreannannnns 22
. YueOHO-MeTonnYeCKOe U HH(POPMAIIMOHHOE 00CCIICUCHHE TUCIIMIIMHBL. . ... vvvsenransereereareareensannnns 24
. MarepuanbHO-TeXHUYECKOe obecrievueHue JICIIUTUTAHBI, MpOTrpaMMHOE obecrieveHue,

npodeccroHabHBIC 0a3bl TaHHBIX U WH(POPMAITHOHHBIE CITPABOTHBIC CHCTEMBL. . ...'vveeereenreanreansannns 24



1. lean u 3agaun AUCHUATIHMHBI

1.1 Henp qucuuruivHel — GopMUpOBaHUE KOMIIETEHIIHIA:

[IK-7 ToroB wm3y4yarhb Hay4YHO-TEXHHUYECKYIO HWH(OpPMAIMIO, OTCUECCTBEHHBIM M 3apyOC)KHBIA OMBIT IO
TEMaTHKe UCCIIeI0BaHUS

1.2 Tumbl 3amad mpodecCHOHATBHOW JEATETLHOCTH, K KOTOPBIM TOTOBATCS OOydYaroluecs B paMKax
OCBOEHUS JUCLUIIINHBI:
- HAy4YHO-UCCJIEA0BATEIbCKHI

1.3 JIucuurniauHa OpHEHTHPOBAaHA HA MOATOTOBKY OOydYaromuxcs K MpodeCCHOHAIBLHON JEsSTEIhHOCTH B
chepe: 06 Cps3p, uHPOpPMAIIMOHHBIE W KOMMYHHUKAIIMOHHBIE TEXHOJOTHU (B cdepe pa3paboTku,
MPOEKTUPOBAHUS, HUCCIIEOBAHUSA U SKCIUTyaTalliM PaJAHOIEKTPOHHBIX CPEICTB U PaAMOIEKTPOHHBIX
CUCTEM DPA3IMYHOTO Ha3zHaueHUs; B chepe 0O0pOHbI U 0€30MaCHOCTH TOCYIapCcTBa U MPaBOOXPAHUTEIBHOM

NESATETLHOCTH)

1.4 B pesynbrare 0CBOCHHSI TUCIUILUIUHBI Y 00YYaroIMUXCsl TOJIKHBI ObITH COPMUPOBAHBI:

O0001IEeHHBIC TPYIOBBIE

KO,I[ 1 HAUMCHOBAHUC

(hyHKUMY / TPYAOBBIC komriereHiu @I'OC BO,
(GbyHKUMY / TPYyAOBBIC U HEOOXOIUMOM ISt .
WnankaTopbl JOCTHXKEHHSI KOMIIETEHIHHA
npodeccroHaIbHbIE (hopMHpOBaHUS TPYAOBOTO
JeiicTBus (py HaTU9IUU WK Ipo(ecCHOHATBHOTO
npodcranaapra) nefcTBUS
[TIK-7 I'oToB m3y4aTh ObGecrmeunBaeT 0Oe30macHOE XpaHCHHE U Iepenady
Hay4HO-TEXHUYECKYIO JAHHBIX

nHpOopMaImio,
OTEUECTBEHHBIN U
3apyOeKHBIN OIBIT 110
TEMaTHKE UCCIIEIOBAHUS

1.5 CornacoBanue MEXAUCITUTUTMHAPHBIX CBA3EH MUCIUTIINH, 00€CIIEYNBAIOIINX OCBOCHUE KOMITCTCHITHI:

[IK-7 TotoB wu3y4arh

HAy4YHO-TEXHUYECKYI0 HH(OpMaIHNIO,

3apyOeKHBII OMBIT MO TEMaTHKE UCCIIeI0BAHUS

OTEYECTBECHHEIA WU

HanmenoBanmue
JIMCITUILINH,
OTIPEICIISIIOITIX
MEKIUCIUTUTMHAPHEIE
CBSA3H

Ne
n/m

dopma oOyyeHus

Ounas
(cemectp)

3aouHas
(cemectp)

21617181216

718

1 | AAMHHHCTpHpPOBaHNE
MHPOPMALIIOHHBIX
CUCTEM

+

+

KomnerorepHslit
aHaJIN3 TaHHBIX

3 [Maremaruueckas
JIOTHKA ¥ TEOPHs
aJrOPUTMOB

Hayuno-uccnenosaren
bCKas paborta

5 [CucreMsl u cetn
CBSI3U C MOABUXHBIMU
o0BeKTaMu

6| Teopus urp u
UCCcIeIOBaHUE
onepanui




7| Teopus pemeHus + +
MU300peTaTeIbCKUX
3ama4d

8 | TexHonmornueckas + +
(TIpOEKTHO-TEXHOJIOTH
YyeCcKas) MpakTUKa

9|3Heprocbeperaroriue +
TEXHOJIOTUU B
UH(POPMAITMIOHHBIX
CUCTEeMax

2. MecTo nucuuiuiaabl B cTpykrype OII 0akasaBpuara:

JucuuminuHa «3amyra  nepefadd  JaHHbIX» OTHOCHTCA K 4acTH,
oOpa3oBarelbHbIX OTHOIIEHMH, ydeOHoro mmana OIl mo HampaBnenuio mnoxarotoBku 11.03.02 -

HH(bOKOMMYHI/IKaL[I/IOHHBIe TCXHOJOTHNHU U CUCTCMBI CBA3H.

JucuuminHa «3ammTa nepeaadyn TaHHbIX» U3y4aeTcs B 7 CEMeCTpe.

3.00beM U coep:kaHMe TUCHUILTHHBI
3.1.00beM IUCHHILIMHEL 3 3.€.

Oumnas: 3 3.¢.

3aouHas: 3 3.e.

. Ounas 3aouHas
Bun yueGHOM paboThI
(Bcero yacoB) | (Bcero 4yacon)
OO0mas Tpy10éMKOCTb 1M CHUTLTHHBI 108 108
KonTaktHas pabora 64 12
Jlexnuu (Jlekiun) 32 4
[Tpaktuueckue (IIpakr. pab.) 32 8
CamocrostenbHas pabota (CP) 44 92
3auer - 4
3.2.ConepxaHue Kypca:
Ne HazBanue Bun yuebHoM paboThI, yac. DOopMBbI TEKYIIIETO
TEMBI paszzerna/TeMsbl Jlexmym | Tlpakr. CP KOHTPOJIS
pao.
o|3]o]3]0]3
7 cemecTp
1 Knaccudukanus Bneaynutopuas
KOMITbIOTEPHBIX CaMOCTOsITeNIbHAs
BHPYCOB. pabora.
(JTaboparopnas
6 |1]|6|2]10]12 padora);
BricTymenue ¢
JTOKJIaJIOM.
Bneaynutopuas
CaMOCTOsITeNIbHAs
pabota. (Hoknam)

dbopmMupyemMoli  y4aCTHUKAMH




2 Cpena oOuTtanust u
aJTOPUTMBI
BHUPYCOB.

10

20

BreaynuropHas
CaMOCTOSITENIbHAS
pabora.
(JIaGoparopHas
pabora);
BeicTymuienue ¢
JIOKJIaJIOM.
BreaynuropHas
CaMOCTOSITENIbHAS
pabota. (Hoknam)

3 TposiHckue
IPOTPaMMBI.

10

20

BreaynuropHas
CaMOCTOSITENIbHAS
pabora.
(JIaGoparopHas
pabora);
BeicTymuienue ¢
JOKJIaJIOM.
BreaynuropHas
CaMOCTOSITENIbHAS
pabota. (dokmam)

4 BriMorarenbcTBO B
cetu MHTepHeT

20

BreaynuropHas
CaMOCTOSITENIbHAS
pabora.
(JIaGoparopHas
pabora);
BeicTynuienue ¢
JIOKJIaJIOM.
BreaynuropHas
CaMOCTOSITENIbHAS
pabota. (Hoknam)

5 Mertonsl
oOHapyXeHHUs U
yAaJICHUS
KOMITBIOTEPHBIX
BUPYCOB.

20

BreaynuropHas
CaMOCTOSITENIbHAS
pabora.
(JIaGoparopHas
pabora);
BeicTynuienue ¢
JOKJIaJIOM.
BreaynuropHas
CaMOCTOSITENIbHAS
pabota. (doknam)

Tema 1. Knaccudpukanus komnbroTepHbix Bupycos. (ITK-7)

Jlexkuns.

Omnpenenenue Bupyca. [Ipo6ieMbl aHTUBUPYCHOM 3amuThl HHGOpManuu. Bupycer u ux

Kiaccuukanus.

3aganus 1J151 CAMOCTOSITEJIbHOM PadoThlI.
1. YcraHoBuTE NpOrpaMMHBIN IPOAYKT.
2. BoibepuTe cioco6 ckanupoBanusa. CKaHUPYHTE KOMIIBIOTEP Ha HATMYUE BPEJOHOCHBIX

00BEKTOB.

3. [IpocMoTpute oTUET O CKaHMpOBaHUU. HacTpoliTe ypOBEHb CKAHUPOBAHMS B PEAIBHOM

BpPEMEHH.

4. Hactpoiite ¢hynknun Avast!, BeIOTHSIOMUECS B «00ake». BimrounTe aBToMaTnyecKuit

pexxum «AutoSandboxy.




5. CreHepupyiiTe MakeT MoaIepKKU.

Tema 2. Cpena oduranust u aaroputmbl Bupycos. (IIK-7)

Jlexknus.
Cpena oburtanus BupycosB ((haiinoBblie; 3arpy304HbIe; MAaKpo; ceTeBbie). OcoOeHHOCTH
JITOPUTMOB PabOThl BUPYCOB (PE3UJECHTHOCTb; CIIOIb30BAaHUE CTEIIC-AJITOPUTMOB;
camoimdpoBaHue ¥ NOTMMOP(HUIHOCTH; UCIIOTH30BAHNE HECTAHAAPTHBIX IIPUEMOB).
JlecTpyKTHUBHBIE BO3MOKHOCTH BUPYCOB (0€3Bpe/IHbIE; HEONIACHBIE; OMIACHBIE BUPYCHI; OYEHb
oracHble). 3arpy304HbIe BUPYCHl. AITOPUTM pabOTHI 3arpy304HOT0 BUpyca. PaiiioBbie BUPYCHI.
Crioco0sI 3apaskeHus. AITOPUTM palboThI (hailsIoBOTO BUpyca. Makpo-BUPYCHI.
Word/Excel/Office-Bupycsl. Anroputm padotst Word Mmakpo-BupycoB. Anroputm padotsr Excel
u Access Makpo-BupycoB. [Tonmumopduk-Bupycel. [Tomumopdubie pacuudpoBIuKu. YpoBHI
noiauMmopdusma. M3menenue BoimosHseMoro kojna. Crenc-Bupychl.

3aganus 1J151 CAMOCTOSITEJIbHOM PadoThlI.
1. Yeranosute nporpammubiii mpoaykt Outpost Security Suite Pro.
2. Hactpoiite mporpammy. Brimtounte QyHKIMIO « IBpUCTHYECKUI aHamm3y. J[o6aBbTe
nporpammy Dr.Web B crincok uckitoueHuiit AHTHBHpYCA.
3. YcraHoBuTe n100anbHbIE MpaBUia OJIOKUPOBKH. 3alIUTUTE MAPOJIEM MPUIIOKEHHE
Outpost Security Suite Pro.

Tema 3. Tposinckue nporpammsl. (ITK-7)

Jlexknus.
IIporpaMMBbI INMHOHBI, IPOrpaMMHBIE 3aKJIaAKU. “BpenHbie nporpaMMbl”. XakepcKue
YTHJIUTHI yIAJICHHBIX KOMITbIOTEPOB (&quot;backdoor&quot;). BO3MOXHOCTH YTHIIUT CKPBITOTO
aIMUHHUCTPUPOBaHUS. TposHCKHE KOHU (JIoThdecKre OOMOBI) M UX NeCTPYKTHBHBIC JICHCTBHUS.
[Tporpammer- mmumonsl. &quot;Intended&quot; —Bupycel. KoHCTpYKTOpBI BUPYCOB M TOTUMOP(PUK-
rereparopsl. &quot;3nbie mytku&quot; (hoax). [IporpamMmel- mmuonsl. KiiaBuatypHsie mmuoHsl. Mogenu
nporpamMm-mmnuoHoB. [IporpamMusblie 3akianku. [TporpaMMHBIN ITHOHAK.

3ananus AJ51 CAMOCTOSITeILHOI padoThI.
1. IIpoBeprre 6e3omacHocTh coequHenust B Google Chrome, Opera, Mozilla Firefox.
Omnpenenure OTCYTCTBHSI 0€30M1aCHOTO COSAUHEHHS.
2. Beiienure crmocoObl IPOHUKHOBEHHSI TPOrPaMM-BBIMOTaTelIeH B YCTPOMCTBO
nosb3oBatens. ChopMupyiiTe OCHOBHBIE MEPBI MTPEAYTIPEKACHUS 3apaXKSHUS
IPOTpaMMaMHU-BBIMOTATEIISIMH.

Tema 4. BoimoraresancTBo B cetn Unrepuer (I1IK-7)

Jlekumus.
BrimoratenscTBo. JKepTBbI BHIMOTaTeNnbCTBa (MIOCETUTENH OpayHbIX OHJIAH-CAJIOHOB,
CaliTOB 3HAKOMCTB, HHTEPHET-CAJIOHOB, TOMCKOBBIX peCypcoB). BriMorarenbcTBo u
BpPEIOHOCHBIE (TPOSHCKHUE) MPOTPAMMBI.

3ananus AJ51 CAMOCTOSITEILHOI padoThI.
1. IToaroroBbTE AOKIIAJ IO TCHACHIIMSM Pa3BUTHS BBIMOTATEIIbCTBA B CETH.
2. Beienure crnoco0bl IPOHUKHOBEHHSI TPOrpaMM-BBIMOTaTeliei B yCTPOMCTBO
nosib3oBaresisa. ChopMUPYHTE OCHOBHBIE MEPHI TPEAYIPEKACHUS 3apaKCHUS
MpOrpaMMaMHU-BbIMOTATEIISIMU.
3. Beimenute, 9T0 HEOOXOUMO JI€TIaTh €CTh BBI BCE KE CTAJIH KEPTBOM MOIIICHHUKOB.

Tema 5. MeToabl 00HApY:KeHUS U yIaJeHUs KOMIIbIOTePHbIX BUPYcoB. (ITK-7)
Jlekumus.



Crioco0ObI MPOTUBOACHCTBUS KOMITBIOTEPHBIM BUpycaM. O0e3BpeHBaHUE U yAAJICHHUE

u3BecTHOro Bupyca. Crnoco0sl 0OHapyKeHUS U ylalleHUs] HeM3BEeCTHOro BUpyca. OOHapyKeHHe

pesuaenTHoro Bupyca. Windows-Bupycel. OOHapyskeHue ¢aitioBoro Bupyca. OOHapykeHHue
MaKpo-BUpyca.

3ananus AJ51 CAMOCTOSITEILHOI padoThI.

1. YcranoBute nporpammusbiii mpoaykT Adguard. Bkitounte noiap30BaTenbCkuil (GUiabTp
aHTHOaHHEpA.

2. Bxitounte Moaynb «POIuTenbCKui KOHTPOJIbY.

3. CoobuuTe 0 pexiname.

4. Konrpoab 3HaHMI 00y4alOLINXCS M THIIOBbIE OLICHOYHbIE CPEICTBA
4.1. Pactipenenenue 0auioB:

7 cemecTp

TEKYIHI KOHTpOIb — 80 6amioB

KOHTPOJIbHBIE Cpe3bl — 2 cpe3a 1mo 10 6aIioB Kax bl

npeMuanbHbie 6amsl — 20 6amioB

Pacripenenenne 6aioB 1mo 3aJaHusIM:

No |HazBanue tembl | @opmbl Max. Mertonuka npoBeJeHUs 3aHIATUS U OIIEHKU
Te | /BHUI y4eOHOH |TEKylIero | KOI-BO
MBI paboTsI KOHTpOJSl | Oamos
/ cpe3bl
1. |Knmaccuduxarus | Bueaynur 10 JlaGopaTopHbie paObOTHI BEITOTHSIIOTCS
KOMITBIOTEPHBIX | OpHAas 0 TEKYIIEMY pa3JeTy WU TeMbI
BHPYCOB. CaMOCTOSIT JTUCTIUTITAHBL.
eIpHas 6 OamtoB — 1aboparopHas padbora
pabora. BBITIOJTHCHA B ITOJTHOM 00BEME, CTYICHT
(JIaboparo CBOOOHO BJaIeET MaTECPUAJIOM,
pHast JIEMOHCTPHUPYET IITyOOKHeE,
pabora) CUCTEMaTH3WPOBAaHHBIC 3HAHUS,

CBOOOJIHO OTBEYAET Ha BOIPOCHI,
UCTIONB3YS POQEeCCUOHATHLHY IO
TEPMHUHOJIOTHIO.

4 6amna — naboparopnas padora
BBITTOJTHEHA, HO HMEET HEKOTOPhIC
HETOYHOCTH BBITIONIHEHHUSI, CTYJCHT
BJIaJIeeT MPE/ICTABICHHBIM MaTepHaoM,
OTBEUAET Ha 3aJJaHHbIC BOMPOCHL.

1 6amn - maboparopHas paboTa B
TIEJIOM BBITTOJTHEHA, OJTHAKO B ITPOIecce
BBITTOJTHEHHUS JTA00OPATOPHOM PabOTHI
JOTYIIICHBI CYIIECTBEHHBI OIIHOKH,
CTYIEHT c1a0o BiajeeT nHbopMaIue
MO TEMe, TIPH OTBETE HCIOIB3YET
3arOTOBIICHHBIH TEKCT, 3aTPYIHIECTCS C
OTBETaMH Ha 3aJ[aBaeMble BOIIPOCHI.




BericTymie
HUE C
TTOKJIZIOM.
Breaynut
opHas
CaMOCTOST
eNbHad
pabora.

(Moxman)

10

Jlokian cTyneHTa npeanoaaraet
OpTaHU3alHI0 COBMECTHOM JUCKYCCHU
aBTOpa, MIPeroJaBaTesi U CTYJCHTOB
M0 BOTIPOCAaM, CBS3aHHBIX C
OTIpeeNICHHBIM Pa3lesioM, TpodieMe
i cnocode peanuzanuu T.1. [locne
JOKJIa/1a BCE WICHBI TPYIITbl AaKTHUBHO
YyUYacTBYIOT B 00CYKACHUH, JOOABISIOT
WHPOPMAIHIO, 33JJaI0T BOIIPOCH U
JeTIAtoT 3aMeYaHus JOKIaTIUKY.
OcHOBHBIE KauecTBa JIOKJIaa
MOJIEIKAIIETO OLICHKE:

6 06amIoB — YeTKO CHOPMYIIMPOBAHEI
Mpo0IeMbl, COOTBETCTBYIOIIAS TEME
JOKJIa/1a; TIOJIHOTA PACKPBITUS
Marepuaia TeMbI JOKJIaa; B OCHOBHOI
YacTH JIOTHYHO, CBA3HO M MOJHO
PaccMOTPEHBI PEeLICHHUs TIPOOIEMBI;
JeTICHUE TIPE3EHTaluU Ha BBEICHHE,
OCHOBHYIO YacTbh U 3aKJII0YCHUE;
3aKITIOUEHHE COACPKUT BBIBOJIBL,
JIOTHYHO BBITEKAIOIIUE U3 COACPIKAHUS
OCHOBHOMH YacTH; HET 3aMEYaHuH 1o
MPE3CHTAHOHHOMY MaTepHay;
MPaBUIBHO UCHONB3YIOTCS U
MPUBEACHBI aBTOPUTETHBIE HICTOYHUKU
nH(OPMaINK; BEITIOIHEHA 3a7a4a
3aWHTEPECOBAHHOCTH CITyILaTelel B
TpyIIe, aKTUBHASL AUCKYCCHUS Cper
CTYACHTOB IIPU OOCYKICHUH TOKIIA/A.
3 Ganna — 4eTko chOpPMYyTUPOBAHBI
Mpo0IeMBbl, COOTBETCTBYIOIIAS TEME
JOKJIa/1a; TOCTaTOYHO PACKphITa TeMa
JIOKJIa/1a; B OCHOBHOW 4aCTH MTOJTHO
PaccMOTPEHBI PEeLICHHUs TPOOIEMBI;
JeTICHUE TIPE3EHTaluU Ha BBEICHHE,
OCHOBHYIO YacTbh U 3aKJII0YCHUE;
3aKITIOUEHHE COACPKUT BBIBOJIBL,
JIOTHYHO BBITEKAIOIIUE U3 COACPIKAHUS
OCHOBHOH 4acTH; €CTb 3aMeUYaHus 10
MPE3CHTAHOHHOMY MaTepHay;
BBITIOJTHEHA 3a7ia4a
3aWHTEPECOBAaHHOCTH CIIyILaTelel B
TpyIIe, aKTUBHASL AUCKYCCHUS CPEeTU
CTYACHTOB IIPU OOCYKICHUH TOKIIA/A.
1 6ann - yeTko cHOpMyYTUPOBAHBI
Mpo0IeMbl, COOTBETCTBYIOIIAS TEME
JOKJIa/1a; TOCTaTOYHO PACKPHITa TeMa
JOKJIa/1a; HEOCTAaTOYHO ITOJTHO
PaccMOTPEHBI PEeLICHHUs TPOOIEMBI;
JeTICHUE TIPE3EHTaluU Ha BBEICHHE,
OCHOBHYIO YacTbh U 3aKJII0YCHHUE; €CTh
3aMeuaHus [0 MPE3CHTAHOHHOMY
Marepuaiy; caado BHINOTHEHA 3a1a4a
3aWHTEPECOBAHHOCTH CITyILaTelel B
rpyIme.




Cpena
oburanus u
AITOPUTMBI

BHUPYCOB.

Breaynut
opHast
CaMOCTOSIT
eJbHas
pabora.
(JIaboparo
pHas
paborta)

10

JlaGoparopHblie pabOTHI BHITOTHSIOTCS
MO TEKYIIEMY pa3lieiy UiIH TeMbI
JUCLIUTUTAHEL.

6 O6amnoB — naboparopHas pabora
BBITIOJTHEHA B TIOJIHOM 00BEMeE, CTYICHT
CBOOO/IHO BJaJIC€T MaTepUaIoM,
JIeMOHCTPHUPYET [ITyOOKHe,
CHCTEMaTU3UPOBaHHBIC 3HAHUS,
CBOOO/IHO OTBEYAET Ha BOIPOCHI,
UCTIONB3YA TPOQEeCCHOHATBHYIO
TEPMHUHOJIOTHIO.

4 6anna — naboparopHas paboTa
BBITIOJTHEHA, HO UMEET HEKOTOPHIC
HETOYHOCTH BBITIONHEHUSI, CTYACHT
BJaJieeT MpeACTaBICHHBIM MaTepHaJIoM,
OTBEUAET Ha 3aJaHHbIC BOTPOCHL.

2 Gauta - naboparopHas padboTa B
LIEJIOM BBITIOJTHEHA, OTHAKO B IIPOLECcCe
BBITIOJTHEHHUS JTaA00OPAaTOPHOM padOTHI
JOMYLICHBI CYIIECTBEHHBI OIINOKH,
CTyACHT cnabo BiageeT nHPpopManuen
MO TeMe, IPH OTBETE UCIOIb3YET
3arOTOBJICHHBIH TEKCT, 3aTPYIHIETCS C
OTBETaMH Ha 3a7jaBaeMbl€ BOIIPOCHI.

10
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Jlokian cTyneHTa npeanoaaraet
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M0 BOTIPOCAaM, CBS3aHHBIX C
OTIpeeNICHHBIM Pa3lesioM, TpodieMe
i cnocode peanuzanuu T.1. [locne
JOKJIa/1a BCE WICHBI TPYIITbl AaKTHUBHO
YyUYacTBYIOT B 00CYKACHUH, JOOABISIOT
WHPOPMAIHIO, 33JJaI0T BOIIPOCH U
JeTIAtoT 3aMeYaHus JOKIaTIUKY.
OcHOBHBIE KauecTBa JIOKJIaa
MOJIEIKAIIETO OLICHKE:

6 06amIoB — YeTKO CHOPMYIIMPOBAHEI
Mpo0IeMbl, COOTBETCTBYIOIIAS TEME
JOKJIa/1a; TIOJIHOTA PACKPBITUS
Marepuaia TeMbI JOKJIaa; B OCHOBHOI
YacTH JIOTHYHO, CBA3HO M MOJHO
PaccMOTPEHBI PEeLICHHUs TIPOOIEMBI;
JeTICHUE TIPE3EHTaluU Ha BBEICHHE,
OCHOBHYIO YacTbh U 3aKJII0YCHUE;
3aKITIOUEHHE COACPKUT BBIBOJIBL,
JIOTHYHO BBITEKAIOIIUE U3 COACPIKAHUS
OCHOBHOMH YacTH; HET 3aMEYaHuH 1o
MPE3CHTAHOHHOMY MaTepHay;
MPaBUIBHO UCHONB3YIOTCS U
MPUBEACHBI aBTOPUTETHBIE HICTOYHUKU
nH(OPMaINK; BEITIOIHEHA 3a7a4a
3aWHTEPECOBAHHOCTH CITyILaTelel B
TpyIIe, aKTUBHASL AUCKYCCHUS Cper
CTYACHTOB IIPU OOCYKICHUH TOKIIA/A.
3 Ganna — 4eTko chOpPMYyTUPOBAHBI
Mpo0IeMBbl, COOTBETCTBYIOIIAS TEME
JOKJIa/1a; TOCTaTOYHO PACKphITa TeMa
JIOKJIa/1a; B OCHOBHOW 4aCTH MTOJTHO
PaccMOTPEHBI PEeLICHHUs TPOOIEMBI;
JeTICHUE TIPE3EHTaluU Ha BBEICHHE,
OCHOBHYIO YacTbh U 3aKJII0YCHUE;
3aKITIOUEHHE COACPKUT BBIBOJIBL,
JIOTHYHO BBITEKAIOIIUE U3 COACPIKAHUS
OCHOBHOH 4acTH; €CTb 3aMeUYaHus 10
MPE3CHTAHOHHOMY MaTepHay;
BBITIOJTHEHA 3a7ia4a
3aWHTEPECOBAaHHOCTH CIIyILaTelel B
TpyIIe, aKTUBHASL AUCKYCCHUS CPEeTU
CTYACHTOB IIPU OOCYKICHUH TOKIIA/A.
1 6ann - yeTko cHOpMyYTUPOBAHBI
Mpo0IeMbl, COOTBETCTBYIOIIAS TEME
JOKJIa/1a; TOCTaTOYHO PACKPHITa TeMa
JOKJIa/1a; HEOCTAaTOYHO ITOJTHO
PaccMOTPEHBI PEeLICHHUs TPOOIEMBI;
JeTICHUE TIPE3EHTaluU Ha BBEICHHE,
OCHOBHYIO YacTbh U 3aKJII0YCHHUE; €CTh
3aMeuaHus [0 MPE3CHTAHOHHOMY
Marepuaiy; caado BHINOTHEHA 3a1a4a
3aWHTEPECOBAHHOCTH CITyILaTelel B
rpyIme.
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JlaGoparopHblie pabOTHI BHITOTHSIOTCS
MO TEKYIIEMY pa3lieiy UiIH TeMbI
JUCLIUTUTAHEL.

6 O6amnoB — naboparopHas pabora
BBITIOJTHEHA B TIOJIHOM 00BEMeE, CTYICHT
CBOOO/IHO BJaJIC€T MaTepUaIoM,
JIeMOHCTPHUPYET [ITyOOKHe,
CHCTEMaTU3UPOBaHHBIC 3HAHUS,
CBOOO/IHO OTBEYAET Ha BOIPOCHI,
UCTIONB3YA TPOQEeCCHOHATBHYIO
TEPMHUHOJIOTHIO.

4 6anna — naboparopHas paboTa
BBITIOJTHEHA, HO UMEET HEKOTOPHIC
HETOYHOCTH BBITIONHEHUSI, CTYACHT
BJaJieeT MpeACTaBICHHBIM MaTepHaJIoM,
OTBEUAET Ha 3aJaHHbIC BOTPOCHL.

1 6ann - naboparopHas paboTa B
LIEJIOM BBITIOJTHEHA, OTHAKO B IIPOLECcCe
BBITIOJTHEHHUS JTaA00OPAaTOPHOM padOTHI
JOMYLICHBI CYIIECTBEHHBI OIINOKH,
CTyACHT cnabo BiageeT nHPpopManuen
MO TeMe, IPH OTBETE UCIOIb3YET
3arOTOBJICHHBIH TEKCT, 3aTPYIHIETCS C
OTBETaMH Ha 3a7jaBaeMbl€ BOIIPOCHI.
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Jlokian cTyneHTa npeanoaaraet
OpTaHU3alHI0 COBMECTHOM JUCKYCCHU
aBTOpa, MIPeroJaBaTesi U CTYJCHTOB
M0 BOTIPOCAaM, CBS3aHHBIX C
OTIpeeNICHHBIM Pa3lesioM, TpodieMe
i cnocode peanuzanuu T.1. [locne
JOKJIa/1a BCE WICHBI TPYIITbl AaKTHUBHO
YyUYacTBYIOT B 00CYKACHUH, JOOABISIOT
WHPOPMAIHIO, 33JJaI0T BOIIPOCH U
JeTIAtoT 3aMeYaHus JOKIaTIUKY.
OcHOBHBIE KauecTBa JIOKJIaa
MOJIEIKAIIETO OLICHKE:

6 06amIoB — YeTKO CHOPMYIIMPOBAHEI
Mpo0IeMbl, COOTBETCTBYIOIIAS TEME
JOKJIa/1a; TIOJIHOTA PACKPBITUS
Marepuaia TeMbI JOKJIaa; B OCHOBHOI
YacTH JIOTHYHO, CBA3HO M MOJHO
PaccMOTPEHBI PEeLICHHUs TIPOOIEMBI;
JeTICHUE TIPE3EHTaluU Ha BBEICHHE,
OCHOBHYIO YacTbh U 3aKJII0YCHUE;
3aKITIOUEHHE COACPKUT BBIBOJIBL,
JIOTHYHO BBITEKAIOIIUE U3 COACPIKAHUS
OCHOBHOMH YacTH; HET 3aMEYaHuH 1o
MPE3CHTAHOHHOMY MaTepHay;
MPaBUIBHO UCHONB3YIOTCS U
MPUBEACHBI aBTOPUTETHBIE HICTOYHUKU
nH(OPMaINK; BEITIOIHEHA 3a7a4a
3aWHTEPECOBAHHOCTH CITyILaTelel B
TpyIIe, aKTUBHASL AUCKYCCHUS Cper
CTYACHTOB IIPU OOCYKICHUH TOKIIA/A.
3 Ganna — 4eTko chOpPMYyTUPOBAHBI
Mpo0IeMBbl, COOTBETCTBYIOIIAS TEME
JOKJIa/1a; TOCTaTOYHO PACKphITa TeMa
JIOKJIa/1a; B OCHOBHOW 4aCTH MTOJTHO
PaccMOTPEHBI PEeLICHHUs TPOOIEMBI;
JeTICHUE TIPE3EHTaluU Ha BBEICHHE,
OCHOBHYIO YacTbh U 3aKJII0YCHUE;
3aKITIOUEHHE COACPKUT BBIBOJIBL,
JIOTHYHO BBITEKAIOIIUE U3 COACPIKAHUS
OCHOBHOH 4acTH; €CTb 3aMeUYaHus 10
MPE3CHTAHOHHOMY MaTepHay;
BBITIOJTHEHA 3a7ia4a
3aWHTEPECOBAaHHOCTH CIIyILaTelel B
TpyIIe, aKTUBHASL AUCKYCCHUS CPEeTU
CTYACHTOB IIPU OOCYKICHUH TOKIIA/A.
1 6ann - yeTko cHOpMyYTUPOBAHBI
Mpo0IeMbl, COOTBETCTBYIOIIAS TEME
JOKJIa/1a; TOCTaTOYHO PACKPHITa TeMa
JOKJIa/1a; HEOCTAaTOYHO ITOJTHO
PaccMOTPEHBI PEeLICHHUs TPOOIEMBI;
JeTICHUE TIPE3EHTaluU Ha BBEICHHE,
OCHOBHYIO YacTbh U 3aKJII0YCHHUE; €CTh
3aMeuaHus [0 MPE3CHTAHOHHOMY
Marepuaiy; caado BHINOTHEHA 3a1a4a
3aWHTEPECOBAHHOCTH CITyILaTelel B
rpyIme.
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JlaGoparopHblie pabOTHI BHITOTHSIOTCS
MO TEKYIIEMY pa3lieiy UiIH TeMbI
JUCLIUTUTAHEL.

7 6annoB — naboparopHas pabora
BBITIOJTHEHA B TIOJIHOM 00BEMeE, CTYICHT
CBOOO/IHO BJaJIC€T MaTepUaIoM,
JIeMOHCTPHUPYET [ITyOOKHe,
CHCTEMaTU3UPOBaHHBIC 3HAHUS,
CBOOO/IHO OTBEYAET Ha BOIPOCHI,
UCTIONB3YA TPOQEeCCHOHATBHYIO
TEPMHUHOJIOTHIO.

4 6anna — naboparopHas paboTa
BBITIOJTHEHA, HO UMEET HEKOTOPHIC
HETOYHOCTH BBITIONHEHUSI, CTYACHT
BJaJieeT MpeACTaBICHHBIM MaTepHaJIoM,
OTBEUAET Ha 3aJaHHbIC BOTPOCHL.

1 6ann - naboparopHas paboTa B
LIEJIOM BBITIOJTHEHA, OTHAKO B IIPOLECcCe
BBITIOJTHEHHUS JTaA00OPAaTOPHOM padOTHI
JOMYLICHBI CYIIECTBEHHBI OIINOKH,
CTyACHT cnabo BiageeT nHPpopManuen
MO TeMe, IPH OTBETE UCIOIb3YET
3arOTOBJICHHBIH TEKCT, 3aTPYIHIETCS C
OTBETaMH Ha 3a7jaBaeMbl€ BOIIPOCHI.
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Jlokian cTyneHTa npeanoaaraet
OpTaHU3alHI0 COBMECTHOM JUCKYCCHU
aBTOpa, MIPeroJaBaTesi U CTYJCHTOB
M0 BOTIPOCAaM, CBS3aHHBIX C
OTIpeeNICHHBIM Pa3lesioM, TpodieMe
i cnocode peanuzanuu T.1. [locne
JOKJIa/1a BCE WICHBI TPYIITbl AaKTHUBHO
YyUYacTBYIOT B 00CYKACHUH, JOOABISIOT
WHPOPMAIHIO, 33JJaI0T BOIIPOCH U
JeTIAtoT 3aMeYaHus JOKIaTIUKY.
OcHOBHBIE KauecTBa JIOKJIaa
MOJIEIKAIIETO OLICHKE:

6 06amIoB — YeTKO CHOPMYIIMPOBAHEI
Mpo0IeMbl, COOTBETCTBYIOIIAS TEME
JOKJIa/1a; TIOJIHOTA PACKPBITUS
Marepuaia TeMbI JOKJIaa; B OCHOBHOI
YacTH JIOTHYHO, CBA3HO M MOJHO
PaccMOTPEHBI PEeLICHHUs TIPOOIEMBI;
JeTICHUE TIPE3EHTaluU Ha BBEICHHE,
OCHOBHYIO YacTbh U 3aKJII0YCHUE;
3aKITIOUEHHE COACPKUT BBIBOJIBL,
JIOTHYHO BBITEKAIOIIUE U3 COACPIKAHUS
OCHOBHOMH YacTH; HET 3aMEYaHuH 1o
MPE3CHTAHOHHOMY MaTepHay;
MPaBUIBHO UCHONB3YIOTCS U
MPUBEACHBI aBTOPUTETHBIE HICTOYHUKU
nH(OPMaINK; BEITIOIHEHA 3a7a4a
3aWHTEPECOBAHHOCTH CITyILaTelel B
TpyIIe, aKTUBHASL AUCKYCCHUS Cper
CTYACHTOB IIPU OOCYKICHUH TOKIIA/A.
3 Ganna — 4eTko chOpPMYyTUPOBAHBI
Mpo0IeMBbl, COOTBETCTBYIOIIAS TEME
JOKJIa/1a; TOCTaTOYHO PACKphITa TeMa
JIOKJIa/1a; B OCHOBHOW 4aCTH MTOJTHO
PaccMOTPEHBI PEeLICHHUs TPOOIEMBI;
JeTICHUE TIPE3EHTaluU Ha BBEICHHE,
OCHOBHYIO YacTbh U 3aKJII0YCHUE;
3aKITIOUEHHE COACPKUT BBIBOJIBL,
JIOTHYHO BBITEKAIOIIUE U3 COACPIKAHUS
OCHOBHOH 4acTH; €CTb 3aMeUYaHus 10
MPE3CHTAHOHHOMY MaTepHay;
BBITIOJTHEHA 3a7ia4a
3aWHTEPECOBAaHHOCTH CIIyILaTelel B
TpyIIe, aKTUBHASL AUCKYCCHUS CPEeTU
CTYACHTOB IIPU OOCYKICHUH TOKIIA/A.
1 6ann - yeTko cHOpMyYTUPOBAHBI
Mpo0IeMbl, COOTBETCTBYIOIIAS TEME
JOKJIa/1a; TOCTaTOYHO PACKPHITa TeMa
JOKJIa/1a; HEOCTAaTOYHO ITOJTHO
PaccMOTPEHBI PEeLICHHUs TPOOIEMBI;
JeTICHUE TIPE3EHTaluU Ha BBEICHHE,
OCHOBHYIO YacTbh U 3aKJII0YCHHUE; €CTh
3aMeuaHus [0 MPE3CHTAHOHHOMY
Marepuaiy; caado BHINOTHEHA 3a1a4a
3aWHTEPECOBAHHOCTH CITyILaTelel B
rpyIme.
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JlaGoparopHblie pabOTHI BHITOTHSIOTCS
MO TEKYIIEMY pa3lieiy UiIH TeMbI
JUCLIUTUTAHEL.

7 6annoB — naboparopHas pabora
BBITIOJTHEHA B TIOJIHOM 00BEMeE, CTYICHT
CBOOO/IHO BJaJIC€T MaTepUaIoM,
JIeMOHCTPHUPYET [ITyOOKHe,
CHCTEMaTU3UPOBaHHBIC 3HAHUS,
CBOOO/IHO OTBEYAET Ha BOIPOCHI,
UCTIONB3YA TPOQEeCCHOHATBHYIO
TEPMHUHOJIOTHIO.

4 6anna — naboparopHas paboTa
BBITIOJTHEHA, HO UMEET HEKOTOPHIC
HETOYHOCTH BBITIONHEHUSI, CTYACHT
BJaJieeT MpeACTaBICHHBIM MaTepHaJIoM,
OTBEUAET Ha 3aJaHHbIC BOTPOCHL.

2 Gaiun - naboparopHast paboTa B
LIEJIOM BBITIOJTHEHA, OTHAKO B IIPOLECcCe
BBITIOJTHEHHUS JTaA00OPAaTOPHOM padOTHI
JOMYLICHBI CYIIECTBEHHBI OIINOKH,
CTyACHT cnabo BiageeT nHPpopManuen
MO TeMe, IPH OTBETE UCIOIb3YET
3arOTOBJICHHBIH TEKCT, 3aTPYIHIETCS C
OTBETaMH Ha 3a7jaBaeMbl€ BOIIPOCHI.
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BericTymie
HUE C
TTOKJIZIOM.
Breaynut
opHas
CaMOCTOST
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pabora.

(Moxman)

10

Jlokian cTyneHTa npeanoaaraet
OpTaHU3alHI0 COBMECTHOM JUCKYCCHU
aBTOpa, MIPeroJaBaTesi U CTYJCHTOB
M0 BOTIPOCAaM, CBS3aHHBIX C
OTIpeeNICHHBIM Pa3lesioM, TpodieMe
i cnocode peanuzanuu T.1. [locne
JOKJIa/1a BCE WICHBI TPYIITbl AaKTHUBHO
YyUYacTBYIOT B 00CYKACHUH, JOOABISIOT
WHPOPMAIHIO, 33JJaI0T BOIIPOCH U
JeTIAtoT 3aMeYaHus JOKIaTIUKY.
OcHOBHBIE KauecTBa JIOKJIaa
MOJIEIKAIIETO OLICHKE:

6 06amIoB — YeTKO CHOPMYIIMPOBAHEI
Mpo0IeMbl, COOTBETCTBYIOIIAS TEME
JOKJIa/1a; TIOJIHOTA PACKPBITUS
Marepuaia TeMbI JOKJIaa; B OCHOBHOI
YacTH JIOTHYHO, CBA3HO M MOJHO
PaccMOTPEHBI PEeLICHHUs TIPOOIEMBI;
JeTICHUE TIPE3EHTaluU Ha BBEICHHE,
OCHOBHYIO YacTbh U 3aKJII0YCHUE;
3aKITIOUEHHE COACPKUT BBIBOJIBL,
JIOTHYHO BBITEKAIOIIUE U3 COACPIKAHUS
OCHOBHOMH YacTH; HET 3aMEYaHuH 1o
MPE3CHTAHOHHOMY MaTepHay;
MPaBUIBHO UCHONB3YIOTCS U
MPUBEACHBI aBTOPUTETHBIE HICTOYHUKU
nH(OPMaINK; BEITIOIHEHA 3a7a4a
3aWHTEPECOBAHHOCTH CITyILaTelel B
TpyIIe, aKTUBHASL AUCKYCCHUS Cper
CTYACHTOB IIPU OOCYKICHUH TOKIIA/A.
3 6amioB — 4eTKO cHOPMYIIMPOBAHEI
Mpo0IeMBbl, COOTBETCTBYIOIIAS TEME
JOKJIa/1a; TOCTaTOYHO PACKphITa TeMa
JIOKJIa/1a; B OCHOBHOW 4aCTH MTOJTHO
PaccMOTPEHBI PEeLICHHUs TPOOIEMBI;
JeTICHUE TIPE3EHTaluU Ha BBEICHHE,
OCHOBHYIO YacTbh U 3aKJII0YCHUE;
3aKITIOUEHHE COACPKUT BBIBOJIBL,
JIOTHYHO BBITEKAIOIIUE U3 COACPIKAHUS
OCHOBHOH 4acTH; €CTb 3aMeUYaHus 10
MPE3CHTAHOHHOMY MaTepHay;
BBITIOJTHEHA 3a7ia4a
3aWHTEPECOBAaHHOCTH CIIyILaTelel B
TpyIIe, aKTUBHASL AUCKYCCHUS CPEeTU
CTYACHTOB IIPU OOCYKICHUH TOKIIA/A.
1 6anynoB - 4eTKo CPOPMYITHPOBAHBI
Mpo0IeMbl, COOTBETCTBYIOIIAS TEME
JOKJIa/1a; TOCTaTOYHO PACKPHITa TeMa
JOKJIa/1a; HEOCTAaTOYHO ITOJTHO
PaccMOTPEHBI PEeLICHHUs TPOOIEMBI;
JeTICHUE TIPE3EHTaluU Ha BBEICHHE,
OCHOBHYIO YacTbh U 3aKJII0YCHHUE; €CTh
3aMeuaHus [0 MPE3CHTAHOHHOMY
Marepuaiy; caado BHINOTHEHA 3a1a4a
3aWHTEPECOBAHHOCTH CITyILaTelel B
rpyIme.
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[IpemuansHbie OaIITBI 20 JlommomHUTENbHBIC TPEMHUATTbHBIC OAJITBI MOT'YT OBITh HAYHCIICHBI:

- TIOCTOSIHHAsi aKTUBHOCTH BO BpeMsl J1a0OpaToOpHBIX 3aHsATHH — 10
0aoB;

- TIOJTHOCTBIO TOJITOTOBJICHHAS K IYOTUKAIIMK CTAThsl MO0 TEMaTHKE B
paMkax nucuuiuinHel — 10 6asos;

- mobema B MEXKPETHOHAIBHON ONMMIIAAJEC 1O HApPaBICHUIO
MOATOTOBKH — 20 0aJIIOB;

- y4acTHe ¢ JOKIJIaJ0M BO BCEPOCCHUICKOW OJUMIIMAME MO TEMaTHKE
n3ydaeMoit qucturuiuHe — 20 0amios;

- y4yacTH€ B BBICTABKE IO TEMAaTHKE HM3y4yaeMONl AMCHUILUIUHBL — 20
0aIoB;

- myOnuKarusi CTaThM 10 TEMAaTUKE W3ydyaeMOW JTUCIMILTUHBI B
COOpPHHMKE CTYJACHYECKMX paboT / MaTepuanax BCEPOCCHIICKOM

koH(epeHyHn / xxypHane u3 nepeuns BAK —10/15/20

Hroro 3a cemectp 100

Hrorosas omenka mo 3a4eTy BbicTaBisieTcs B 100-0amipHOM MIKaie U B TPAIUIIMOHHON YeThIpeXx0aTbHOM
mkane. [lepeBog 100-0ayutbHONW  PEHTHMHTOBOM  OLGHKHM 1O  JUCIHUIUIMHE B TPAIUIUOHHYIO
YETHIPEX0AUTBHYIO OCYIICCTBIISETCS CIASAYIOMNUM 00pa3oM:

100-6ayuipHasA cucTeMa TpanuimonHas cucteMa

50 - 100 GayuioB 3auTeHo

0 - 49 6aiut0oB He 3aureno

4.2 TunoBsie OLIEHOYHBIE CPEACTBA TEKYIIIETO KOHTPOJIS

BHaeaynutopHasi camocTosiTesqibHasi padora. (Jlaboparopuasi padora)

Tema 1. Knaccuduxkarus KOMIbIOTEPHBIX BUPYCOB.

JlaGoparopnasi padora Nel. ZoneAlarmInternetSecurity 2012
KonTpoJsbHbIe 3a1aHuA

1 BxirounTe QyHKIIHIO aBTOMAaTHUECKOTO OTKIIOUEHUSI HHTEpHETa

2 HacrpoliTe aHTHBHPYC TaK, YTOOBI €KEMECSIYHO BO BTOPHUK CKAHUPOBAIKCH BCE KECTKUE JTUCKH.

3 IIpockaHupyHTE CHCTEMY U BBIBEUTE OTYET O CKAHUPOBAHUH B (paiii

4 Brrounte QyHKIHIO 3aIIUTy Opaysepa.

5 HacrpoiiTe anTUBUpPYC TaK, 4TOOBI OH OJIOKHPOBAJ HHTEPHET-CEPBHUCHI

6 BpInoaHUTE MOJIHYI0 NPOBEPKY JIOKAJIBHOTO Aucka C, MpU 3TOM CKAaHUPOBAJIUCH TOIBKO CUCTEMHBIE
(aiinpl 1 00BEKTH B cCUCTEMHOM maMsATH. [lociie ckaHupoBaHUs 3apakeHHbIE 00BEKTHI IOMECTHTE B
KapaHTHUH.

7 TIpoBepsTe OOHOBICHHUE JAHHOM MPOrpaMMbl U Oa3bl BPEIOHOCHBIX MTPOTpaMM

Tema 2. Cpena oOuTaHUs U aJTOPUTMBI BUPYCOB.

Jlabopatopnasi paGora Ne2. Panda Internet Security 2012
KonTpoJsbHbIe 3a1aHusA

1 YcraHoBUTH HOPTHI WIIM 30HBL, KOTOPBIE MOTYT MCIIOJIB30BAaTHCS MpOrpaMMaMHu JIjIsl YCTaHOBKU
COECIUHEHU.

2 AKTUBHUPOBATH/HACTPOUTH IMAPAMETPhl AHTHCTIAMOBOM 3aIIHUTHI.

3 YcTaHOBUTH U aKTUBU3UPOBATh MOAYJIb PE3EPBHBIX KOMHIA.

4 OTKJIIOYUTH aBTOMaTHUYECKYIO 3aIUTY OT U3BECTHBIX YTPO3.

5 OrnpaButs ¢aiisl B BUPYCHYIO T1a00paToOpHIo.
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6 AKTHUBH3MPOBATH 3aLIUTY OT MOILIEHHUYECTBA.
7 Co3snmarb pesepBHbIE Konuu (aitino ¢ nmomombio PandalnternetSecurity 2012.
8 Hacrpouts 3ammry koHpUICHIMAILHON HHDOpMaMu(HOMED CUeTa).

9 Hactpouts OpanamMaysp, 4TOObI IOJIH30BaThCS MATKaMU COBMECTHOTO JIOCTYIIA, PACIIONOKEHHBIMU Ha
JIPYTHUX CETEBBIX KOMIIBIOTEPAX.

10 IIpoBeputsb aitnbl ¢ pacmupeHueM *.zip 1 BBIBECTH OTYET.
11 ITpoBepuTh BXOAALINE IEKTPOHHBIE COOOILICHHS.
12 o6aBute WWW.USAFIS.ORG B cimcok HeHaaexxHbx URL

13 Hcnomnb3yst poaUTEIbCKHI KOHTPOJIb IPUMEHHUTE (QMIIBTP AJIS 1MoJIb30Bares student, Korjga OH BXOAUT
B UHTEPHET.

14 3anpeTuTs NPUHUMATH BXOJSIINE COOOIICHUS U OTIPABIIATH UCXOSIINE COOOIICHUS TPUIIOKCHHIIO
Mail.ru Arexr.

Tema 3. TpostHCKHE TTPOTPAMMBI.
JlabopaTopHas padora Ne3.eScanAntiVirusEdition
KonTpoJsbHbIe 3a1aHusA
1 IlponsBecTH ckaHMPOBAHME JOKAJIBHBIX JUCKOB.
2 TlpousBecTn ckaHUpOBaHUE paboOUETro CTONA.
3 3annaHupyiTe IPOBEPKY ChEMHBIX HOcHUTENEH exenHeBHO 12:00.
4 Ompenenute ckanupyemblie Tunsl (aitnoB DOC, EXE, JPEG, MP3.
5 3amuTUTh HACTPOWKHM aHTUBHPYCA APOJIEM.
6 3anpeTuTh TOCTYN K UCTIOIHAEMBIM (DaiiiaM Ha usb HOCUTEISX.
7 3abnokupyiite npunoxenue InternetExplorer.
8 Hacrpoiite 3amuTy nanku « Mou TOKyMEHTBDY OT U3MEHEHUS WU yIaJleHus (ailios.
9 C nomouipto OpanaMayspa aHTUBHpYCa 3a0I0KUpPYIiTEe BeCh CETEBOM Tpaduk.
10 C momoIpio MOYTOBOTO aHTUBUPYCA 3a0JIOKUPYHTE BIOKCHUS THUIIA *.rar.
11 ¥Ynanuth nporpaMMHbIN NPOIYKT.

Tema 4. BeimorarenscTBo B cet IHTEpHET
JlaGopaTopHbie padora 4. Avira Premium Security Suite
KonTpoabHble 3a1aHus

1 3abnokupyiiTe BCe CETEBBIC MOIKIIOUCHUSI.
2 YCTaHOBUTH BBICOKHM MPUOPUTET MPOLIECCAa CKAHUPOBAHUS.
3 OcymecTBUTH LieNeHaNpaBiIeHHbINH ouck Rootkit.
4 3abnokupyiTe MOAKIIOYCHUE K YIAICHHOMY paboueMy CTOIY.
5 3amuTUTe HACTPOUKH MAPOJIEM.
6 OTMEHHTE CKaHUPOBAHUE UCXOASAIIEH AIEKTPOHHON MOYTHI
7 3amyCTUTh POrpamMMy H IIPOBEPUTH JIFOOYIO MAIKy Ha BUPYCHI U3 KOMaHIHOM CTPOKU
8 3ajaTh NPUOPUTET CKAHUPOBAHUS
9 Uckmounts npoBepKy nanku — « Helpy»,npu ckanupoBannu nanku — « Windowsy.
10 YcTaHOBUTH MapoiIb OT U3MEHEHUS IPYTUMH M0JIb30BATEISIMU HACTPOEK TAaHHOTO aHTUBUpPYCa

Tema 5. Metoasl 0OHApYKEHHSI B YIaJICHUSI KOMITBIOTEPHBIX BUPYCOB.
JlabopaTopunas patora S. TheBat! PrivateDisk
KonTpoubHbIe 3a1aHuA

1 Ycranosure PrivateDisk Ha cheMHBIN JUCK.
2 BxirounTe aBTOMAaTHYECKYIO 3arpy3Ky IPOrpaMMBl.
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3 YcraHOBUTE PEKUM MPOBEPKU HATTMYUMUS OTKPBITHIX (DAIOB mepes OTKIIOUYCHUEM JIUCKA.
4 Co3spaiiTe BUpTyaIbHBINA 3ammm¢poBaHHbIid JUCK: R 00bEMoMm 5 T°6.
5 Coznaiite pe3epBHYIO KONUIO KITIo4a MIH(PpPOBaHUS.
6 BoccranoBute Kit04 mu(poBaHUs BUPTYAIBHOTO 3aIM(PPOBAHHOTO AUCKA C PE3EPBHOM KOITHH.

BoicTyniienue ¢ nokiaaaom. Bueaynuropnas
camocTosiTeibHas padora. (Jokaan)

Tema 1. Knaccuduxkarus KOMIbIOTEPHBIX BUPYCOB.
Onpenenenue Bupyca. [IpoGieMbl aHTUBUPYCHOH 3aIIMTHI HHPOpMaIui. Bupycsl 1 ux
KJIacCU(pUKAIIUS.

Tema 2. Cpena oOuTaHUs U aJTOPUTMBI BUPYCOB.
Cpena oburtanus Bupycos ((haiinoBblie; 3arpy304HbIe; MaKpo; ceTeBbie). OcoOeHHOCTH
aJITOPUTMOB PabOTHl BUPYCOB (PE3UIEHTHOCTD; UCIIOIB30BAaHUE CTEJIC-AJITOPUTMOB;
camomu(ppoBaHUe U OTUMOPPUIHOCTD; UCTIOIH30BAHIE HECTAHAPTHBIX TIPUEMOB).
JlecTpyKTUBHBIE BOBMOKHOCTH BUPYCOB (0€3Bpe/IHbIEe; HEONACHbBIE; OTTACHbBIE BUPYCHI; OYCHb
OTIacHBIE). 3arpy30uHbIC BUPYCHI. AITOPUTM paOOThI 3arpy304HOTO BUpyca. DaitioBbIe BUPYCHI.
Crioco0sI 3apaskeHus. AITOPUTM paldoThI (HailsIoBOTO BUpyca. Makpo-BUPYCHI.
Word/Excel/Office-Bupycsl. Anroputm padotst Word Mmakpo-BupycoB. Anroputm padotsl Excel
u Access Makpo-BupycoB. [Tomumopduk-Bupycel. [Tomumopdnbie pacuudpoBIIuKd. YpOBHI
noauMmopdusma. M3mMenenue BoimosHseMoro kojna. Crenc-BUpychl.

Tema 3. TposiHCKHE IPOTrpamMMBl.
[Iporpammebl IIMUOHBI, TPOTrpaMMHbIE 3aKIaaKU. “Bpeanbie mporpaMmmbl”. XakepcKue
YTUINTHI yAAJEHHBIX KOMIBbIOTEpOB (&quot;backdoor&quot;). Bo3aMOXHOCTH yTHIUT CKPBITOTO
aIMUHUCTPUPOBaHUsI. TPOSHCKHE KOHU (JIOTHYECKHEe OOMOBI) M X JECTPYKTUBHBIE ICHCTBUSI.
[Tporpammel- mmuons!l. &quot;Intended&quot; —Bupycel. KOHCTpYKTOpBI BUPYCOB U MTOIUMOPHUK-
redHeparopbl. &quot;3isie myTrku&quot; (hoax). [Iporpammel- mmuonsl. KmaBuatypHasie mmuoHsl. Moaenu
IporpaMM-mnuoHoB. IIporpammusle 3axknanku. [IporpaMMHBIN IIITHOHAXK.

Tema 4. BeimorarenscTBo B cet IHTEpHET
BrimoratenscTBo. XKepTBbI BBIMOTaTenbCTBa (MIOCETUTENH OpayHbIX OHJIAH-CAJIOHOB,
CalTOB 3HAKOMCTB, HHTEPHET-CAJIOHOB, IOMCKOBBIX PECYPCOB). BbhIMorarenscTBo u
BpPEJIOHOCHBIE (TPOSHCKHUE) MPOTPAMMBI.

Tema 5. MeToasl 00HApYKEHHSI B YIaJICHUSI KOMITBIOTEPHBIX BUPYCOB.
Crioco0bI MPOTUBOACHCTBUS KOMITBIOTEPHBIM BUpycaMm. O0e3BpeHBaHUE U yAAJICHHUE
n3BecTHOro BUpyca. CriocoObl 0OHapyKEHUs U ylaJeHHUs HEM3BECTHOro BUpyca. OOHapyx eHue
pesuaenTHoro Bupyca. Windows-Bupycel. OOHapyskeHue ¢aitioBoro Bupyca. OOHapykeHHne
MakKpo-BHUpyca.

4.3 IIpomexxyTouHast aTTeCTaIMA 110 AUCIUIUIMHE POBOIUTCS B popMe 3adeTa

Tunosblie Bonpockl 3auera (IIK-7)
1. Onpenenennie KOMIBIOTEPHOTO BUpYyca.
2. Knaccudukamnusi KOMIBIOTEPHBIX BUPYCOB.
3. OTnnuuTenbHbIE YepThl (PaHIOBBIX BUPYCOB.



4. CpaBHHTENIbHbIC XapaKTEPUCTUKU PA3IUYHBIX (ailIOBBIX BUPYCOB.

5. CnocoOsI 3apakeHus (haiIOBBIMH BUPYCAMH.

6. [lpuHnun pasMHOKeHHS (DAaHIOBBIX YepBEH.
7. Link- Bupycsl. OBJ u LIB Bupycsbi.
8. Anroput™m paboThI (hailIOBBIX BUPYCOB.

9. OTIMYUTENbHBIE YEPTHI 3arpy30UHbIX BUPYCOB.

10.

I1.

12.
13.
14.

15
16.
17.
18.
19.
20.
21
22.
23.
24.
25.
26.
27.
28.
29.
30.
31.
32.
33
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44.
45.
46.
47.
48.
49.
50.

AJropuT™ paboTHI 3arPy304HBIX BUPYCOB.
AKXTyabHOCTb 3arpy304HBIX BHPYCOB.

OmnacHOCTP 3arpy304HOTO BUpYcCAa.

Makpo-Bupyc Kak 0cobast pa3HOBUIHOCTH BUpYCa.
AAroput™ paboThl MaKpO- BUPYCOB.

. OTInuuTenpHbIe YepThl MOTUMOP(HBIX BUPYCOB.

VYpoBHH oTUMOpPH3MA.

[Tomumopdu3m Makpo- BUPYCOB.
OTaruuTenbHbIe 0COOEHHOCTH CTEJIC BUPYCOB.
CrniocoObl MACKMPOBKH CTEJIC-BUPYCOB.

Crenc - alropuT™ B Makpo- BUPYCOB.

. OTnMYUTENbHBIC YEPTHI CETEBBIX BUPYCOB- “UepBE’ .

CrniocoObl MPOHUKHOBEHUS CETEBOTO BUPYCa B KOMITBIOTEPHYIO CUCTEMY
AJropuT™M paboThl CETEBBIX BUPYCOB.

OTnn4uTENbHBIE YEPTHI PA3IMUHBIX TUIIOB TPOSHCKUX KOHEH.
Knaccudumupyiite TpossHCKHE KOHH.

ITouTOBBIE TPOSIHCKUE MPOTrPaAMMBI.

YTUIuThI yaajaeHHOTOo ypaBieHus koMmmbioTepoM (backdoor).
AAroput™ paboThI 3aXBATYUKOB.

OCHOBHBIE IPUYNHBI PACTIPOCTPAHEHHOCTH TPOSHCKUX MPOTPAMM.
IIporpaMMHBIE 3aKJIaIKH.

Mogenu Bo3aeCTBUS TPOrPaMMHBIX 3aKJIaJ0K Ha KOMITBIOTED.
JleCTpyKTUBHBIE NEUCTBUS IPOrPAMMHBIX 3aKJIa0K.

. CiocoObI MPOTUBOIEHCTBHS KOMITBIOTEPHBIM BUPYyCaM.

O0e3BpexUBaHUE U yaJeHNUE U3BECTHOTO BUpYyCa.

CriocoOn1 0OHaApYKEHHS U YIaJIeHUs HEM3BECTHOTO BHpYcCa.
OOHapyskeHHe Pe3UIEHTHOTO BUpYyCa.

Oo6napyxenne Windows-BUpycoB.

Oo6HapysxeHue (hailIoBoro BUpyca.

OO6HapyxeHre MaKpo-BUpyca.

[TpodunakTuka BUPYCHOTO 3apaKEHUsI M YMEHBIICHHUE TPEAToNaraeMoro yuiepoa.
MeTonb! 3alIUTHI OT KJIaBHATYPHBIX IIMHOHOB.

Mepsl IPOTUBOACHCTBYUSA IPOrpaMMaM MIITHOHAM.

AHTUBUPYCHBIE TPOrPaMMBbI. THIIBI aHTUBUPYCOB.

MeTonuka UCIIONE30BaHUSI aHTHBUPYCHBIX IIPOTPAMM.

[Ipodunakruka 3apakeHus: kommnbeiorepa. OCHOBHBIE IPABUJIA 3ALIUTHI.
[Tpo6iema 3ammTEl OT MaKpO-BHPYCOB.

BoccranoBnenue nopakeHHbIX 0ObEKTOB.

3amuTa OT IPOrpaMMHBIX 3aKIIAJ0K.

PelTuHT aHTUBUPYCHBIX TPOTPAMMHBIX CpeCTB. [[pOrHO3bI.
TpeboBanus K aHTUBUPYCHBIM IIPOrpaMMaM.

Tunosble 3axanus s 3a4era (IIK-7)

21



OmnpeneneHre KOMIIBIOTEPHOTO BUpPYCa.
[lepeuncnure BUABI HHCANWIECPOB.
Anroput™ paboThl MaKpO- BUPYCOB.
[TouTOBBIE TPOSIHCKUE TPOTPAMMBbI
[Ipodunakruka 3apaxxenus koMibioTepa. OCHOBHBIC MTPaBUIIA 3AIUTHI.
OTnruuTensHbIe 0COOEHHOCTH JETCKUX Opay3epoB.
MeTonp! 6JI0KHPOBAHUS HEKENATEIHPHOTO KOHTEHTA.

NN Rk DD =

FOpuanueckrie MexaHU3Mbl HEKeIaTeIbHOrO KOHTEHTA.

9.  HapexHbie TOProBbI€ MIAT(HOPMEL.

10. TTonsTue kubepOOyILTUHTA.

11. MeTonbl mpOTUBOACUCTBUS (DUIITHHTY.

12. Knaccuduxaiust aHTUBUPYCHBIX IPOTPAMMHBIX PEIICHHM.

13. Tunsl UHTEPHET-3aBUCUMOCTH IS PA3IMYHBIX TPYII ITOJIH30BATENICH.
14. MeTtoasl 60pbObI C MAHUITYIISITOPAMH.

4.4. llIkana oueHUBaHUS TPOMEKYTOUHOM aTTeCTALMKI

CCKPUIITOPbI OBHH ) — OCHOBHBIC ITPHU3HAKK OCBOCHUA (II0Ka3aTC/IN
Onenka Kommerenuun HAeckp pEL (VP ) P (
TOCTHKEHHMSI pe3ynbTaTa)
«3a4TECHO» [IK-7 Ha nocrarounoM ypoBHe obecrneunBaeT Oe30MacHOE XpaHEHHE U
(50 - 100 6amnoB) repenady JaHHbIX
«HE 3a4TCHO» ITK-7 He o6ecnieunBaet Ge30macHOe XpaHEHHE | Tepeavy TaHHBIX
(0 - 49 6anon)

5. Metoanueckue yKkazaHus JJisi 00y4al0UUXCsl IO OCBOEHHMIO TMCIUILIMHBI (MOXYJIA)

5.1 Meroauueckue yKa3aHus IO OpraHU3alUN CaMOCTOSITEIbHOI paboThl 00yUYaromuXCs:

[Ipuctynas K W3y4eHHUIO TUCIUIUIMHBI, B MEPBYIO ouepelb OOydaromuMcsi HEOOXOAMMO O3HAKOMUTHCS
comepkanremM paboueii mporpammbl aucturumabl (PIT[]), koTopast ompenenseT comaepskaHue, oObem, a
TaKKe MOPSAIOK U3YUESHHsI U MTPEToAaBaHus yueOHOM TUCIUILIMHEL, €€ pa3/iena, YacTu.

Jlnist caMOCTOSTeNbHON pabOThl BAKHOE 3HaUECHUE UMEIOT paszieibl «O0beM U copepikaHue TUCIUILTHHBDY,
«Y4eOHO-MeToauuecKkoe U HH(popMaIMoHHOE 00ecTedeHne TUCIUILTMHBD U «MarepruanbHO-TEXHUIECKOe
obecriedeHre TUCIUILINHEI, IPOrpaMMHOE obecrieueHue, mpodeccHoHaIbHbIe 0a3bl TaHHBIX U
MH(POPMALIMOHHBIE CIIPABOYHBIC CUCTEMBI.

B pasgene «O0beM U conep)kaHMe IUCIMIUIMHBD) YKa3bIBAIOTCS BCE pasfelibl M TEMbl H3y4aeMoil
JTMCLMIUIMHBIL, @ TAK)KEe BUJBI 3aHATHH U TNIAHUPYEMBbI 00bEM B aKaJJeMHUYECKUX Yacax.

B pasgene «YuebHO-MeTommyeckoe ©  HMH(OpMAIMOHHOE obecreueHre AUCHUIUIMHBDY — yKa3aHa
pexoMeHayeMasi OCHOBHAs U IONOJIHUTEIbHAS JINTEPATypa.

B pasgene «MarepuaabHO-TEXHUYECKOE oOOECIeYeHne IUCLUIUIMHBL, IPOrpaMMHOE OOecCIeyYeHue,
npodeccruoHabHble 0a3bl JaHHBIX U MH()OPMAIMOHHBIE CIIPABOYHBIC CHUCTEMBD» COAEPKUTCS MEpeuyeHb
npodeccuoHaNbHBIX 0a3 JaHHBIX U HHPOPMAIMOHHBIX CIIPABOYHBIX CHCTEM, HEOOXOIUMBIX JJISi OCBOCHHUS
JUCLUIUINHBL.

5.2 Pexomennaruu o0y4aromumcs 1o padbore ¢ TeOPETHUECKUMHU MaTepHallaMu 110 TUCIUITIIMHE

[Ipu uzyyennu u npopabOTKe TEOPETUUECKOr0 MaTepHana HeoOX0AUMO:

- IPOCMOTPETH €IlIe pa3 npe3eHTaluo Jekuu B cucteMe MOODLe, noBTOpUTh 3aKOHCIIEKTUPOBaHHBIN Ha
JEKUMOHHOM 3aHATUM MaTepual M JOMNOJIHUTh €ro € YYE€TOM PEKOMEHJOBAHHOM IOMOIHUTEIbHOU
TUTEPATYPBL;

- IPYU CAMOCTOATEIHLHOM U3YYEHHU TE€OPETUYECKOU TEMBI CAENaTh KOHCIEKT, UCIOb3Yysl PEKOMEHI0BaHHbIE
B PII/] ucrounuku, npodeccruoHaibHble 0a3bl JaHHBIX U HHPOPMAIIMOHHBIE CIIPABOYHbBIE CUCTEMBI:

- OTBETUTDH Ha BOIIPOCHI JIsl CAMOCTOATEIILHON pabOoThI, TTO TeMe MpeacTaBieHHbIe B myHKTe 3.2 PIT/I.

- TP MOATOTOBKE K TEKYIIEMY KOHTPOJIIO HCIIOIb30BaTh MaTepralibl (hoHIa oreHouHbIX cpencts (POC).
5.3 Pexomenmanuu mo paboTe ¢ HayYHOU U y4eOHOM JIUTepaTypoit
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PabGota ¢ OCHOBHOM M JONOJHUTENBHOM JHMTEPaTYpOl SBISETCS IIaBHOM (OpMOI caMOCTOATENbHOM
paboThl M HEoOXOoOMMa MPH MOATOTOBKE K YCTHOMY ONpPOCY Ha CEMUHApPCKUX 3aHATHAX, K Jebartam,
TECTHUPOBAHHUIO, 3Kk3aMeHy. OHa BKIIOYaeT MpopabOTKy JIEKIMOHHOTO MaTephalia M PEeKOMEHIOBAHHBIX
HCTOYHUKOB U JINTEPATYpPBI I10 TEMATUKE JICKLIUN.

KoHCHeKT JIeKInu JOIKEeH coliepKaTh peepaTUBHYIO 3alIUCh OCHOBHBIX BOIPOCOB JICKIIUH, B TOM YHUCIIE C
ornopoii Ha pa3MmeleHHsle B cucteme MOODLe mpe3eHTany, OCHOBHBIX MCTOYHUKOB M JIMTEPATYphl IO
TeMaM, BBIBOJBI MO KaXKAOMY Bompocy. KOHCIeKT MOXKeT OBITh BBITIONHEH B paMKax paclieuyaTKH BbIIa4uH
NPe3eHTAlUi JIGKIUH WM B OTACNIBHOW TeTpaau mo mpeaMery. OH JODKEH OBITh aKKypaTHBIM, XOPOIIO
YUTAaEMBbIM, HE COAEPIKAaTh HE OTHOCALIYIOCS K TeMe UH(POPMAITUIO HITH PUCYHKH.

KoHcnieKThl HayyHOW JMUTEparypbl MPU CaMOCTOSATENBHOM IOATOTOBKE K 3aHATHUAM JOJDKHBI CONEPIKaTh
OTBETHl HA KaX/bli TOCTAaBICHHBIH B TEME BONPOC, MMETh CCHUIKY Ha HCTOYHHK WH(POpPMALUU C
00s13aTeNbHBIM YKa3aHUEM aBTOpA, HAa3BaHMS W TOJA HW3AAHUS HUCIOJIb3YeMOH HaydyHOW JHMTEpaTyphl.
KoHcniekT MoXeT ObITh ONOpPHBIM (COAEpXkAaTh JUIIb OCHOBHBIC KIIIOUYEBBIC MO3MIMH), HO TPH 3TOM
MO3BOJISIIOIMM  JIaTh TIOJIHBIA OTBET IO BOINPOCY, MOXET OBITh NOAPOOHBIM. OO0beM KOHCHEKTa
OIIPENIETSAETCS CAMUM CTYIACHTOM.

B nporecce paboThl ¢ OCHOBHOM U JOTIOTHUTEIIBHON JTUTEPATYPOI CTYICHT MOXKET:

- JCJIaTb 3alluCu IO XO4Yy UYTCHUA B BHUAC MPOCTOr0 WJIMW PAa3BCPHYTOIrO IJIaHA (COB,Z[aBaTI: MEpCUCHb
OCHOBHBLIX BOITPOCOB, PACCMOTPCHHLBIX B I/ICTOLIHI/IKG);

- COCTaBJATH Te3HUCHl (LMTHpOBaHHE HauOoJee BAKHBIX MECT CTaTbU MJIM MOHOTpaduu, KOpPOTKOE
U3JI0KEHUE OCHOBHBIX MBICJIEH aBTOpA);

- TOTOBUTH aHHOTAIMH (KpaTKoe 00001eHe OCHOBHBIX BOIIPOCOB PadOTHI);
- CO3/1aBaTh KOHCIIEKTHI (Pa3BEPHYTHIC TE3UCHI).
5.4. PexoMeHalMy 10 OATOTOBKE K OTAEIBHBIM 3a/IaHUSM TEKYIETO KOHTPOJIS

CobecenoBanue MpennojaraeT OpraHu3aluio Oecelpl MpernoAaBareist cO CTyAEHTaMH 10 BOIpOCam
MPAKTHYECKOTO 3aHATUS C LIEJbl0 Oojiee OOCTOATEIHHOTO BBISBICHHUS UX 3HAHUN MO OINpeneIeHHOMY
pasgeny, TeMme, mpobieme U T.I. Bce wieHbl Ipynmbl MOTYT Y4acTBOBaTh B OOCYXKIEHUU, J00aBIATH
nH(pOpMaIUIO, TUCKYTUPOBATh, 3a/1aBaTh BOIIPOCHI U T.1I.

YCTHBIE OMpOC MOXKET TPUMEHATHCS B pas3audHbIX (Qopmax: (PpoHTAIbHBIN, WHIWBUIYAIBHBIN,
KOMOMHUPOBaHHBIA. OCHOBHBIE KaU€CTBA YCTHOTO OTBETA MOJIJIEIKAIIETO OL[CHKE:

- IPaBUJIBHOCTB OTBETA IO CONEPIKAHHUIO;

- IOJTHOTA U TIIyOnHa OTBETA;

- CO3HATEIIBHOCTh OTBETA;

- JIOTMIKA U3JI0KEHUsI MaTepuaa;

- PallMOHAIILHOCTD MCIIOJIb30BAHHBIX IIPUEMOB U CIIOCOOOB PELIEHHs OCTABICHHON yueOHOIl 3a1auy;

- CBOEBPEMEHHOCTh M 3((EKTUBHOCTH MCIIOIB30BAHUS HATNISIHBIX MOCOOMH M TEXHUYECKUX CPEICTB IPH
OTBETE;

- HCIIOJIb30BaHUE JOIIOJHUTEIBHOIO MaTepHUaa;

- PallMOHAJILHOCTb UCIIOJIBb30BaHUS BPEMEHH, OTBEJICHHOIO Ha 3a/laHNE.

YCTHBIM OIIPOC MOXKET CONPOBOXKAATHCS IMPE3ECHTALUEH, KOTOpas IMOATOTaBIMBAECTCA IO OAHOMY U3
BOIIPOCOB MPAKTHUYECKOTO 3aHATUS. [IpH BRICTYIUIEHHH ¢ Mpe3eHTanueld HeoOXoauMo oOpamarb BHUIMaHUE
HAa TaKM€ MOMEHTBHI KaK:

- colep)KaHUE MPE3CHTAllUN: AKTYaJIbHOCTh TEMBI, MOJHOTA €€ PACKPBITHS, CMBICIOBOE COACpIKaHUE,
COOTBETCTBHE 3asBICHHOW TEMBI COJIEPIKAHHUIO, COOTBETCTBHE METOAMYECKUM TPEOOBaHUSIM (IIETTH. CCBHUTKH
Ha PECypChl. COOTBETCTBHUE CONEPXKAHHS M JUTEPATYphl), MPAKTHUECKasT HANPaBICHHOCTh, COOTBETCTBHE
CoZIepKaHus 3asiBICHHON (opMe, aJeKBaTHOCTh UCIIOJIb30BaHHS TEXHHUECKUX CPEICTB yUEOHBIM 3aqadam,
MOCIIEIOBATEIIEHOCTD U JIOTHYHOCTh MPE3CHTYEMOTO Marepuara,

- odopMiieHHE Mpe3eHTAlMU: 00bheM (OMTHUMaTbHOE KOJWYECTBO), AW3alH (YUTAEMOCTh, HAJIUYHE U
COOTBETCTBHE TpapUKd W aHUMAIMH, 3BYKOBOE OQOpMIICHHE, CTPYKTYpHpPOBaHUE WH(POPMAIUH,
COOTBETCTBHE 3asBJICHHBIM TpPEOOBAaHUSIM), OPHUTHHAIBHOCTH OQGOPMIICHHS, ACTETHKA, HCIIOJIIb30BaHHE
BO3MO)KHOCTH ITPOTPAMMHO# CpeJIbl, COOTBETCTBHE CTaHIapTaM 0(hOpMIICHUS;

- JUYHOCTHBIC Ka4€CTBa: OPaATOPCKUC CIIOCOOHOCTH. CO6J'IIOI[€HI/IC periiaME€HTa, SMOIMOHAJIBHOCTh, YMCHHUC
OTBETUTH HAa BOIIPOCHI, CHCTCMAaTU3NPOBAHHLIC, FJ'I}’60KI/I6 1 IIOJIHBIC 3HAHUA 110 BCEM pasgcjiaM IIporpaMMBbl:
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- CoJepXaHWE BBICTYIUICHHUS: JIOTUYHOCTh W3JIOKCHHUS Marepualia, PacKpbITUE TEMBI, JOCTYIHOCTh
u3noxkeHus, dPpdexTuBHOCT npuMeHeHust cpeactB WKT, cmocoObl ©u  yClIOBHS — JTOCTHIKCHHUS
PE3yABTaTUBHOCTH M IPGEKTUBHOCTH IJIsS BBIOTHEHUS 3a/ad cBOed MpodeccHoHaTbHOW WU y4eOHOU
JEeSATeNbHOCTH, JOKAa3aTeIbHOCTh MPUHUMAEMBIX PEIICHUHN, YMEHHE apryMEHTHPOBATh CBOM 3aKIIIOYCHUS,
BBIBOJIBI.

6. YueOHO-MeTONM4YecKoe M HHPOPMALMOHHOE o0ecieyeHre JUCHMIITTHHbI

6.1 OcHoBHas UTEpaTYypa:

1. Tam6. roc. yH-T M. I.P. JlepxkaBuna OrieHKa TpaHUIl U CTETICHU W30JMPOBAHHOCTH 3aIIUIIEHHBIX CPE.l
aHTUBHUPYCOB. - [TamO0B]: [b.1.], 2012. - 1 anmekrpoHn. ont. guck (CD-ROM)

2. Jlomarun J1. B. 3amura oT BpeTOHOCHBIX ITPOTPaMM : JJIEKTPOH. yuel. mocodue. - Tam60B: [b.u.], 2014. -
1 anexrpod. ont. auck (CD-ROM)

6.2 JlonosHUTENBHAS IUTEpPATYpA:

1. JlJomarun J1.B., Kanununa FO.B. be3omacubie nH()OpMaIimoHHBIC TEXHOJIOTHH : AJIEKTPOH. yuel. mocodue.
- Tam608B: [b.1.], 2014. - 1 anektpoHn. ont. guck (CD-ROM)

2. Jlonarun J[.B. 3amuTa KOMIOBIOTEPHBIX CUCTEM OT JECTPYKTHUBHBIX MPOTrpaMM : Y4eb.-MeTo. mocobue. -
Tamo6o0B: U3a-Bo TT'Y, 2005. - 158 c.

3. 3ammra KOMITBIOTEPHBIX CHCTEM OT JAECTPYKTHUBHBIX INpOrpamm : y4eO.-MeToi. KoMIuiekc, biok 1:
AHTHBHpYCHOE TporpamMmHoe obecrieuenue. - [Tamb6oB]: U3n-so TI'Y, [200. - 1 37€KTpOH. ONT. TUCK
(CD-ROM).

6.3 VlHble UCTOYHUKHU:

1. ®enepanpubiii moptan «Poccuiickoe oopazoBanue» - http://www.edu.ru/

2. @enepanbHas ciryx0a 1o HaaA30py B cepe oOpa3oBaHus U Hayku - http://obrnadzor.gov.ru
3. [Mopran «['ymanuTapHoe oOpazoBaHuey - http://www.humanities.edu.ru/

4. @enepanpHoe xpaHwmmnie «EnuHas koyuteknus 1HQPOBBIX 00pa3oBaTeNbHBIX pPECypcoB» -
http://school-collection.edu.ru/

5. Kypnan «Bomnpocs! o0pazoBanus» - http://www.ecsocman.edu.ru/vo

7. MaTepuaibHO-TeXHHYECKOe o0ecnedeHue M CHUILIMHBI, IPOrPpaMMHOe odecrieveHne,
npogdeccuoHaIbHbIe 0a3bI JAHHBIX U HHPOPMAIIMOHHBIE CTIPABOYHbIE CHCTEMbI

I[JIH MMPOBCACHUA 3aHATHN 110 JUCHUITIINHE HGOGXO,Z[I/IMO CJICAyIOHmICC MarcpruaJIbHO-TCXHUYCCKOC
OGCCHC‘-IGHI/ICZ yqe6HHe AyauTOpruun Jid TIPOBCACHUA 3aHATUN JICKIUOHHOI'O M CCMHUHAPCKOT0 THIIA,
IPYIIIOBbIX UM HHIUBHUIYaJbHBIX KOHCYJIBTALMM, TEKYyLIETO KOHTPOJIA M IIPOMEKYTOYHOM arrecTalud,
IIOMCIICHUSA OJIs1 CaMOCTOSITEIILHOU pa6OTI:I.

VY4eOHble ayTUTOPUN U MIOMELICHHUS JJIS1 CAMOCTOSTEIbHON pabOThl YKOMIUIEKTOBAHBI CHICIIMATM3UPOBAHHOM
MeOeNIbl0 U TEXHUYECKUMHU CPEACTBAMH 00yUeHHUsI, CITy>KalllMMU JJIsl TIPEACTaBIeHUs yueOHoM nHpopManuu
OO0JIBIION ayTUTOPHH.

[TomereHust A1 CaMOCTOSITEIbHON PabOThl YKOMITJIEKTOBAHBI KOMIIBIOTEPHOW TEXHUKOW C BO3MOXKHOCTBIO
MOAKITFOYEHHUS K ceTn "UnTepuer” u obecrieueHreM JloCTyna B AIEKTPOHHYIO
MH(pOPMAITMOHHO-00pa30BaTEIbLHYIO CPeNy YHUBEPCUTETA.

Jlnst mpoBeeHusl 3aHATHI JIEKIIMOHHOTO THIIAa UCTIONB3YIOTCS HAOOPBI IEMOHCTPAILIMOHHOTO 000PYI0BaHuS,
00eCIeunBaroIIe TEeMATHIECKUE WILTIOCTPAUU (TIPOEKTOP, HOYTOYK, SKpaH/ MHTEPAKTHBHAS TOCKA).

JlumeH3noHHOE U CBOOOHO pacpOCTpaHsIeMOe IPOrpaMMHOE 00eCTICUeHHE:

Kaspersky Endpoint Security ans OusHeca - Cranmaptasiii Russian Edition. 1500-2499 Node 1 year
Educational Renewal Licence

Onepanuonnas cucrema Microsoft Windows 10
Adobe Reader XI (11.0.08) - Russian Adobe Systems Incorporated 10.11.2014 187,00 MB 11.0.08



7-Zip 9.20
Microsoft Office [Ipodeccuonansusiii moc 2007

[Tpodeccuonanpubie 6a3bl JaHHBIX U MH(POPMAITMOHHBIC CITIPABOYHBIE CUCTEMBI:

1. VYHuBepcurerckass  OubOnMoOTEeKa  OHJIAMH:  DJMEKTpOHHO-OMOMMoTeunas  cucrema. —  URL:
https://biblioclub.ru
2. KoHucynpranT ctymeHta. ['ymMaHuWTapHbIe HayKd: 3JICKTPOHHO-OMOMMoreuHas cucrema. — URL:

https://www.studentlibrary.ru

3. Hayunas snexkrponHas 6ubmuorexka eLIBRARY.ru. — URL: https://elibrary.ru

4. Poccumiickas rocynapctBeHHas ononuoreka. — URL: https://www.rsl.ru

5. Poccwuiickast HanmoHanbHas Oubanoreka. — URL: http://nlr.ru

6. [Ipesunentckas 6udnuorexa umenu b.H. Expiiuna. — URL: https://www.prlib.ru

7. Hayunas osnektpoHHas OuOmuorexka Poccuiickoit  akamemuu — ectectBo3HaHms. —  URL:
https://www.monographies.ru

8. Dnexrponnas 6ubnmoreka POOU. — URL: https://www.rfbr.ru/rffi/ru/library

JJIeKTPOHHasi HH(POPMALIMOHHO-00pa3oBaTe/IbHAsA Cpeaa
https://auth.tsutmb.ru/authorize?response type=code&client id=moodle&state=xyz

B3aumoneiicTBue mpenopaBaTenss M CTy[JEHTa B Ipolecce OOy4eHHUs OCYLIECTBISETCS MOCPEICTBOM
MYJIBTUMEMMHBIX, THIEPTEKCTOBBIX, CETEBBIX, TEICKOMMYHHUKAIIMOHHBIX TEXHOJOTHUH, HUCHOIb3YEMBIX B
ANIEKTPOHHOH MH(OPMAIIMOHHO-00Pa30BATEILHON CPEie YHUBEPCUTETA.
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